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sigcheck exe access should be restricted.

disk2vhd.exe access should be restricted.
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PowerShell is a task automation and configuration management
framework from Microsoft, consisting of a command-line shell and
the associated scripting language. It is used for automating the
= T S AT nent of systems and ildi sting, ol
@ X'l E_| _’Exl =] Jél- }‘I'%I'Q-l ?Edjl_|-§ _I_'O‘OHEI_I Q%%’thh mana‘gen ent of systems and for building, testing, and deploying
solutions.
Malware can use PowerShell to execute malicious scripts, download
additional payloads, move laterally within a network, or exploit
Ok Z|okM Ol ok HitHo|| CHSE M AH S A Sl |C}. system vulnerabilities, often without leaving many traces, as it is a
legitimate tool included in Windows.
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Due to inactivity, we recommend permanently restricting the
download of executables through powershell.exe
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When enabled, PHASE continuously menitors endpoints and analyzes user behavior patterns to identify potential attack vectors. PHASR provides a comprehensive
overview of your company's internal attack surface and offers actionable recommendations to reduce it

PHASR relies on historical data collected by EDR via the Incidents Sensor. If the Incidents Sensor is disabled, PHASR will not function as expected. To ensure full risk
analysis capabilities, ensure that the Incidents Sensor is enabled.

PHASR sett lied th h i t rul ide devi licies. Existi tricti t the d level b =
settings applied through assignment rules override device policies. Existing restrictions at the device level may be @ PHASR EL—lE'IEO‘I_ql 5)"0'” %Uioull—ltl'.

removed or replaced automatically. Check your configurations to prevent unintended overrides. o

CONFIGURE PHASR MONITORING FOR THE FOLLOWING ACTIVITY TYPES:
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* Switching between monitoring modes will remove PHASR restrictions currently applied to behavioral profiles. ) EH'?'_I- U.I_g Rxo-l OHI L_l El-.
+ Toreceive access requests when the Allow users to request access check box is selected, make sure that the Display

alert pop-ups cption is enabled in General > Agent > Notifications.




